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DOME: the initial requirements
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This report is addressed to Thierry Breton, European Commissioner
for the Internal Market. It was elaborated following the CEO

Roundtable “Shaping the Next Generation Cloud Supply for Europe”
that took place on 16 December 2020.
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Common European marketplace for cloud and edge services ...

... to serve as a key enabler crucial to deliver on the EU Data Strategy’s ambition to

e facilitate adoption across Europe of cloud and edge service offerings,

e that comply with EU regulation, European standards,

e as well as user expectations in terms of data sovereignty, security, portability, or
enerqy efficiency.

This open marketplace concept would also strongly contribute to
e breaking down silos between national / sectorial markets across the EU, and

e accelerate integration across the continent.

The aim would be to serve the entire EU market, from public administrations to
industry, including SMEs.
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Common European marketplace for cloud and edge services

Such a marketplace would serve as a one-stop shop for cloud-edge applications from
all providers that abide by European regulation.

It would level the playing field and lower barriers to entry for smaller service providers.

Under its most simple format, a European cloud marketplace would aggregate
compliant services into an openly accessible, certified catalogue, with a search
function allowing users to find solutions that match their criteria.

Beyond this information-sharing and match-making capability, the marketplace could

also provide brokering features to facilitate transactions between providers and
customers.
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Common European marketplace for cloud and edge services

The marketplace could be built to enable multi-tenancy: the service catalogue and
technical foundations would be the same across Europe, but allow different entities to

operate the marketplace for different user bases.

For example, Member States wishing to have their own marketplace for their national
public sector consumption of cloud and services according to a specific framework
contract could operate an instance of the marketplace and thereby still access the

same service catalogue.

A network of connected instances could thereby feed into a meta service catalogue.
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Common European marketplace for cloud and edge services

The marketplace foundations would be developed as open source, with open APIs, and
integrate third party transparency for services such as verifying provider authorizations
and certifications.

Given the marketplace would, at least in its first years, be built and operate as a public-
good, public-private collaboration is required to cover the build up and initial rollout

costs.

Finally, early onboarding of a significant set of providers and users will also be key to
accelerate the achievement of a critical mass of traffic to further its adoption, and
leverage the lessons learned from leading global marketplaces to enlarge its user base.
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The DOME project

nmY Digital Europe Programme
DIGITAL-2021-CLOUD-AI-01

Budget: 40 M€
Funding 50%

% Consortium: 38 Partners
+5 Affiliated Entities

., Duration: 36 Months
Jan 2023 — Dec 2025

Started production July 4t", 2024
e Only catalog, not procurement.
e Procurement will be added some months later.

e Will evolve according to feedback from users until
the end of the project.
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The DOME business aims to create a collaborative environment where we can grow together with the platform adopters.

December 2024 December 2025

1.1 Purchase 1.2 New features

Publish your services Enjoy Full Experience New & Advanced Features
Service Discovery * Payments gateway (Services) * New vertical functionalities delivered to
Trusted services with Verified Credentials * Providers set up direct selling models support vertical market needs
Offline contact provider / customer and pay a minimum compliance check * Total handover to the DOME operator
Services publication is free cost + a small % of DOME revenues -

Free for both Sellers and Buyers early bird discounts

* Group services in a single purchase

dome-marketplace.eu
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Scope of functionalities in version 1.0 (Catalog)

Catalog management

Service
listing

Catalogue Edit

& Import

Catalogue

Replication

Search &
Browse

* Contracting, payment and billing

Federated
Payments

Revenue
Sharing

Billing and

Contracting il e

Delivery management : Negotiation

Consumptio
and Usage
Tracking

...........................................................................................

Service Marketing &

Configuration

Service
Activation

Tailored Training

Offerings Networking

arketing&Communication| : Operations

Finance [

Security and Trust Quality of Service

Certification Identity and Access Customer

Management

Basic Reporting

Onboardi
nboarding and Analytics

Compliance Support

Infrastructure

Platform
Hosting

- Planned (no date) - System Services

Support
Services

10
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DOME: a Decentralised Federated Marketplace

Federated

Marketplace

Provider Customer

m B

Federated
Marketplace

Provider

Common data Common data
model model

Catalog data ““I ““““ Catalog data
|
|

Common data
model

Catalog data

‘ Replication of Product Offerings
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% MARKETPLACE Search Catalogues

dome-marketplace.eu Support

Categories

Infrastructure as a Service (laas)

Container as a Service (CaaS)

Platform as a Service (Paas)

Software as a Service (Saas)

Artificial Intelligence and Machine Learning

Data as a Service (DaaS)

Cybersecurity and Data Privacy
Internet of Things (1oT)
Automotive

Agriculture, Forestry, Fishing
Blockchain (DLT)

Beauty and Perfume

Cleaning and Facility Management Services

Community Groups, Social, Political and Religious

Education
Construction

Employment, Recruitment, HR

<

<

< <

OO0 000000000 |0O|0O| 0O |0O| 0

V= Appliedfilters: | ® Infrastructureasaservice (iaas) X

Search Cloud Services, Edge Services, Providers.

Coparncus Larn Somervation 4012

Agriculture, Forestry, Fishing Education Science and Engineering
Dataas a Service (Daas) Infrastructure asa Service (1aas)

G Levell

CREODIAS -immediate access to Copernicus Earth Observation
data
CREODIAS platform gives you:

» Immediate access to current & archive Copernicus Earth Observation...

® View details

nivola &

Governmental Administration and Regulation
Commiinity Groups, S0l Pollcaland Religiots

® e

NivolaSTaaS

Nivola is the cloud of CSI. Nivola StaaS (Storage as a Service) provides

storage and network with pay-per-use payment

8 wen
Virtual data center VMware
Enterprise private cloud infrastructure

getintouchwithus..

® View details

hivola &

Community Groups, Social, Political and Religious

Infrastructure as a Service (l3as) JECIIEVER]

NivolalaaS

Nivola s the cloud of CSI. Nivola Iaas (Infrastructure as a Service) provides
computing resources (vCPU, vRAM, HDD) and network with pay-per-use..

(DN

8 e
IONOS Block Storage (HDD/SSD)

Block Storage is a type of IT architecture in which data is stored as a file
system. It provides endless possibilities for storing large amounts of...

® View details

CloudFerro Cloud

L

Aorclture Foresty Fishing Scenceand Engneering
Data s servie 033s) Infrastructure asa service (225

8 Level

CloudFerro Cloud
CloudFerro Cloud provides innovative cloud services for specialized
markets such as the European space sector, climate research and st
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Replication requires common data model and APIs

DOME instance

Provider Customer Provider

Federated Federated
Marketplace Marketplace m

Provider Customer

TM Forum Data Model

‘ Replication of Product Offerings

DOME - Distributed Open Marketplace for
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TM Forum data model and APIs for Marketplaces

Knowledge v

Labs v

Code + frameworks v

Training + accreditation -~

Events v

Membership v

About Contact

Marketing Sales APIs (1)

&

Sales Management API

(rmrs9a] [val [vs)

Customer APIs (14)

O

Appointment

Management API >
(rmesas) [vz] [ual
Customer Management API
(rmes2a) (wa] (us) (async]
Payment Management

API >
(rmeeze) (a) [ua)

Prepay Balance
Management API >
(rmessa) (vl

Product Ordering

Manaacement API

A

&S

&S

&S

K~

Customer Bill Management
API

(rmes7e] [val [us] [async]

Customer360
Management API >

(rmez7) (ual [us)

Payment Method
Management API >

(tmes70] (va) (s

Product Configuration
Management API >

(rmez60] [u5)

Quote Management
API S

Product APIs (8)

loT Service
Management API| >

(rmEo14] [va)

Product Catalog
Management API

(rmes20] [val [vs) (async)

Product Inventory
Management API

(rmrsz7) [val (us] [async]

Product Offering
Qualification
Management API

(rmFs79] [val (5]

Product Ordering
Management API

(rmee22] [wa) [us) (async)
Promotion

Management API >
Crmesz)) (ual Lus)

Usage Consumption
Management API >
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Service APIs (9)

DCS 5GSlice Service
Activation API >

(rmFg24] [va]

Performance
Management API >

(rmes2e] [vs)

Service Catalog
Management API >

(rmes22) [wa [us)

Service Inventory
Management API

(rmesze) [wal (5] Lasyn]

Service Ordering
Management API >

(rmesal) [val [us]

Service Problem
Management API >

(rmesse] [val L)

Service Qualification
Management API >

DOME - Distributed Open Marketplace for
Cloud and Edge Services in Europe



Open API dashboard for May 2024 trmforum

All time totals: 871,186 Open API downloads by 48,338 developers from 2,826 organizations | 85 Organizations have certified 1,124 Open APls

DOWNLOADS THIS MONTH @ CERTIFICATIONS WHAT’'S NEW
LATEST APl UPDATES APPROVED

APl downloads 16,599 OPEN API CERTIFICATION LEADERBOARD
OFENAFR ol .
Unique organizations 473 DlAMoND 2 ‘TM © Tecrotree @ globstom’ @ (Cwnele Cloud @ V4 TMF716 Resource Reservation - Production
; 3
=) iz comviva axiata @
Unique individuals 2,841 vodafone O @ © fteo va @
QOPEN A x Tt{'b .
togi » amdoc INSPuUr -\
TOP DOWNLOADERS* rarmom i 16701 @ Fromeocs @ ¢ g‘ ® SiC o
Parent Account Rank Downloads = @ verizon/ @ ZETIYA @ MAVENIR@ (D) &Tdnebs
- THIS MONTH’S MOST POPULAR APIs
Vodafone Group 1 925 ’J"‘n":l”"'-' iz Y Netcracker @) API Full Name Rank Downloads
Tata Consultancy Services 2 72 - - i v =
Tech Mahindra Limited 3 571 = @® alvatross®] @ \:,'z',s",st:m ® M@ sovvere @ TMFG22 Product Ordering 1 1412
AT&T Inc 4 503 ERICSSON marand TMF620 Product Catalog Manage... | 2 885
oranae E . s COMARCH @  * Boyondhow @ w ® Arin)®@ Bell © TMF666 Account Management 3 869
- . 3 TMF632 Party Management 4 751
;\m‘i‘“: “‘f?“‘femig Aamgted g ;32 (emovone @ & Telia @ quantel ® [ wowsrare @ <57 Halleyx @ 1yrs20 customer Management 5 722
sutscne felekem TMF637 Product Inventory Mana... | 6 562
::C:nt"r: . o0 2 :;: TOP APIs CERTIFIED TMF621 Trouble Ticket 7 550
atformX Communications ( ) .
e —— = = e ' TMF641 Service Ordering Manag... 8 546
F_’ p TMF639 Resource Inventory Man... 9 539
Capgemini n 291 oy Mana. | TMF638 Service Inventory Manag... | 10 478
LotusFlare 12 280 . % TMF678 Customer Bill Managem... | 11 472
nfosys 13 261 2 TMF640 Service Activation and C... | 12 301
Saudi Telecom Company 14 254 TMF&79 Product Offering Qualific.. | 13 297
MNEC Corporation 15 246 TMF669 Party Role Management 14 274
Ericsson Inc. 16 236 TMF15 Al Management 15 273
Millicom International Cellular S.A. 17 224
Celfocus 18 223
Jio Platforms Limited 19 217 NEW API RESEARCH & CASE STUDIES
TELEFONICA 20 198 ) ) My AP Story: Enhancing efficiency in product management and
ADVANCED INFO SERVICE PLC. (AlS) | 21 179 LATEST OPEN API CERTIFICATIONS customer experience

Kelvin Chaffer, CEO, Lifecycle Software

* Organizations with 5+ unique users in the month e - -
. stc TM - " Halleyx = J-omdocs
Useful links - DTW24-Ignite: ODA advances under the spotlight
Open AP table | Pre-production AP table | = & altice RM o ) )
o gOII servicen: w. Vodat to be: odul le telco
188 n APl manifesto signatori urrent TM Forum vodalone Q'“‘” e JUmey 0 Teciming & macler. e =
members)

DOME - Distributed Open Marketplace for
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is materialized as

TM Forum APIs for Marketplaces - Model (Simplification)

Resource 1..% Service Product
Specification ) . Specification Catalog
comprises comprises
1 11 is materialized as i
includes 1 provides provides
1..* refers to 0.
Product " N Product Provider
Specification »|  Offering offers
appears in 0..*
A 1
is materialized as
Party
refers to T
! Product issues
Order Consumer
when completed leads to readiness of 0..*
is realized by performs
1...7%
Resource — ]

Usage
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elDAS2 Regulation (11 April 2024) on the European Digital Identity
Framework

Section 1, Article 5f-2:

Where private relying parties that provide services are required by Union or national law to use
strong user authentication for online identification or where strong user authentication for
online identification is required by contractual obligation, including in the areas of transport,
energy, banking, financial services, social security, health, drinking water, postal services,
digital infrastructure, education or telecommunications, those private relying parties shall, no
later than 36 months from the date of entry into force of the implementing acts referred
toin Article 5a(23) and Article 5¢(6), accept European Digital Identity Wallets that are
provided in accordance with this Regulation.

Source: Requlation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amending
Regulation (EU) No 910/2014 as regards establishing the European Digital Identity Framework

% DOME - Distributed Open Marketplace for

19 Cloud and Edge Services in Europe


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32024R1183
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32024R1183

-
LEAR Credential

-

Mandator
The Legal Representative who delegates some

powers in the Mandatee for some specific purposes.

Mandatee
The employee who receives some powers for some
specific purposes. Called the LEAR.

Powers of Representation
The list of specific powers which the Mandator
delegates to the Mandatee.

.

Signer
Either the Mandator or a trusted third party attesting
the Mandate.

.

-

Advanced/qualified signature/seal
Using an elDAS certificate of the Signer, binding the
Mandate with the legal identity of the Signer

kL

LEAR Credential: electronic Powers of Representation

Allows an employee to act on behalf of an
organisation for a specific set of activities.

A machine-readable document (JSON) where:

€ The legal representative of the company
delegates into the employee a set of limited
powers to perform specific activities with third-
parties.

® The Verifiable Credential is signed by the
Legal Representative using an eIDAS
certificate issued by one of the qualified trust
service providers in the EU.

DOME - A Distributed Open Marketplace

20 % for Europe Cloud and Edge Services



Verifiable Credentials as electronic Powers of Representation

Fa B [~

Electronic identification Signatures & Trust Services
Electronically identify users from across Electronic signatures to indicate
Europe and with other regions with agreement with a document with no
mutual recognition. repudiation.
4 )
A
u | .\/ Legal
4B Representative )
Employees can prove that they can O e . E'ecgon'c
Mandate
act on behalf of the company for ﬂa B
specific and restricted purposes o — Onboarding
ah service
\_ Employee )

% DOME - Distributed Open Marketplace for

21 Cloud and Edge Services in Europe



e
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Credential
issuance

Onboarding

Company
compliance

Service
compliance

Wallet
EUDI
compatible

VC Verifier

Identity
&
Access
Control

Trusted Issuers
List

Customer

=

Provider

&

Core 'functi

ons

TM Forum APIs

NGSI-LD

Context Broker

Replication logic

DLT Adapter

22

Support functions

Web portal Knowledgebase

Chatbot Search

Analytics Ticketing

Onepass-CRM

Trusted
Federation/Replication

DOME - Distributed Open Marketplace for
Cloud and Edge Services in Europe
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EUDI

VC Verifier

|

|

|

|

|

|

|

|

|

|

: Identity
: &

I Access
| Control
|

|

|

|

|

|

|

|

|

|

TM Forum APls

NGSI-LD
Context Broker

Replication logic
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———m———— ===

Logical connection

arketplace Business

layer

Catalog Replication

Layer

Customer

B

Federated
Marketplace

I

TM Forum APls

NGSI-LD
Context Broker

Replication logic

Provider

w

DOME - Distributed Open Marketplace for
Cloud and Edge Services in Europe



Open wallet ecosystem =

2 MARKETPLACE

@
YUMKET: FIOQQQEdgeSeMcesyou canTrust

IDENTFY by Izertis &3

IN' e

IN2 Wallet &

Wallet capabilities:

GLASS Wallet &

EBSI
conformant

Altme wallet &

¥ Request & present

credentials

Data Wallet by iGrant.io 3

Individusl

@ KayTrust
KayTrust - Digital Identity @z

Management
o tiets

DNI Wallet

DNI Wallet platform &

it

novaWallet &

& Gataca
Gataca &

ds walier
DS Wallet &

B ssiauth

SSI Auth Wallet &

s

Corposign DID &

origin

Proof Wallet &

wwWallet &

TRIVERIA

Triveria wallet platform &

T

Talao wallet &

Individ

L]

RTH SSI Wallet &

eKibisis wallet &

e@®

Teknei EBSI Wallet &
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Verifiable Certifications are required for trusted decentralised replication

EUDI
compatible

VC Verifier

Identity
&
Access
Control

Trusted Issuers
List

—
Customer %

Provider

|

TM Forum APIs

NGSI-LD
Context Broker

Replication logic

DLT Adapter

Cust
) Federated
E Marketplace m

Provider

I

Marketplace Business TV Forum APIS

layer

Lo ica&onnection

Catalog Replication

NGSI-LD

Context Broker

Layer
Replication logic

DLT Adapter
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Gaia-X Compliance

Y

Gaia-X
CONFORMITY

Gaia-X Conformity

A service or product

Aservice or product

Gaia-X Label level 1

offeringis certified Gaia-X
Label level 1  the offering

of| 2B
=

Gaia~X Label level 3

SaAa0e favet 2 Aservice o product
Aservice or produt offering s certiied Gala-X
offering is certiied Gaia-x [ | Labellevel 3 f the offering
Label level 2 f the offering | | 5 Gala~X Label
o Gaia-X Label level 1 any | | the consumer's cataare
) criteria processed and shared
related to cybersecur European
et ocsbersentt | | “Ecomomic vesaithe

offering s certified Gala-X
th

s
fulfls additional European

successful assessment of
all

related to transparency,
security,interoperabilty
d

portability an

industry domain.

data protection.

. service provider are located
extiusnely inthe Europe | | i the European Ecanomic
Economic Area. Area

%
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ACCREDITATION ONBOARDING

DOME DOME

Configures the CSP provides the Checks CSPis enabled to

certification to be o . -PDF metadata / provide certified
needed certificates: . ;

submitted by ~Application form / -Register of adherence / services on DOME

providers (CSPs) sl ~Verified credentials marketplace

-Verified credentials

with certificate info ASSESSMENT &
INITIALISATION ENDORSEMENT

Proper
Level Of Assurance

Gaia-X Compliance
£% MARKETPLACE
o s M A
Compliance profile @
Gaia-X Label level 3
Gala-l Gaia-X Label level 2
CONFORMITY ala-X Lai eves vi "
150/18C27000:2018 Gala-X Label level 1 "A,ZN,“.ZET ':f"”
A service or product Lemgl cauted ool
- g R <] ¢ Gaia-X Conformity Asior oot offering s c A0l ¥ e etefng
Asenveeorproduct | | offeringiscertied Gaiax ] Labeliest 2/ ecfe the consumer's data are
; ; i the offerin
ﬂ"(e"n's is certified Sa’.m-x e Cfom gt fulfils additional criteria “y'““s‘sw ";d Z"ﬂ'f“
onformantupanthe | | [k Contormantand | o cybersecurity | | ©xcusively i the European
1SO/IEC 270022022 1SO/IEC 277012019 I1SO/IEC 27017:2015 successful assessment of o 1ol Economic Area
all the mandatory criteria Qnes rEmec tope
W -] ——- -] o @ related to transparency, data protect
security, interoperabilty,
portailty and
sustainability. b
y to a specific
vl o 1S0/IRC20000-22010 industry domain
1SO/IEC 20000-2:2019 1SO/IEC 19944-1:2020 I1SO/IEC 17826:2022 »,
3
" a . a o -_— B
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Future: the Certification agency issues a Verifiable Credential

Certification CSP Trust Service Provider DOME DOME
agency for Certifications Trust Framework  Operator

The flow is very simple:

— ﬁ e The CSP receives the
certification in its enterprise
wallet.

_ e The CSP sends the certification

P> > > to DOME onboarding.

| - e DOME verifies automatically the
authenticity of certification and
that it is one of the required
certifications.

e |dentities of certifications
agencies are in the Trust

Perform
compliance
checks

Send Verifiable
e T
DOME

Verifiable
Credential

Add credential to

rcac nte Framework

DOME - Distributed Open Marketplace for
Cloud and Edge Services in Europe


https://app.diagrams.net/?page-id=jjusnpsVTOjr7qqCR4wY&scale=auto#G1QFpnCJOVDwp-VSx8szP-8k2ZGyEC6YjQ

Certification CSP
agency

Confirm
authenticity

Ask TSP to
PDF

convert to
Verifiable
Credential

Perform
compliance
checks

Trust Service Provider
for Certifications

DOME

T_'_T B
Unsigned

Signed
Verify natural

Generate
language
document amhentlr.lty

Verifiable
Credentlal

Send Verifiable

e T
DOME
Verifiable

Credential

Agencies

Trusted
Schemas

Public keys
of

Trust Framework

‘ Verify with Verify signature,

c agency public key and

» (non-standard identity of
mechanism) Certification agency

Certification

Verify
Credential

Add credential to
product info

Today: services to “convert” PDF to Verifiable Credential

Operator

g

There is an intermediate trusted
service;

e Verifies the content of credential

(typically natural language).

e If it is not digitally signed, checks
with the certification agency (may
be manual or automatic)

e If it is signed, checks signature
and that signer is authorised

e Generates a VC and returns it to
CSP.

29

The Trusted Service can be

provided by DOME and by other
market operators.

%
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3% DOME Marketplace

&P

Let's build together a Common European Marketplace
for trusted Cloud, Edge & Al Services!

. Join now and publish your services, it’s free and easy
« Join and federate your marketplace
« Participate in the evolution so it becomes what you need

Contact us! info@dome-marketplace.eu
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