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AlIOTI Sirategic Research and Innovation Agenda

The AIOTI SRIA identifies technological development, key ftrends,
issues, and challenges within different thematic areas related to next-
generation loT and edge computing advancements, while providing
several selected research priorities over the 2023-2030 period.
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AIOTI SRIA

Convergence of Technologies

Scalable Self-X
(.

Dynamic/Scalable

Decentralized and Distributed loT Edge Systems
Al for loT Edge Systems

loT and Edge Computing Granularity

A . Heterogenous
loT Edge and X-Continuum Paradigm

— Conti
Intelligent Connectivity (7 Swarm F:;;:I;:l: 0OS and Autonomous Orchestration
Energy-Efficient loT Edge Systems Intelligence Learning Dynamic Programming Tools

HeterogeneousloT Edge Mesh
loT Digital Twins

loT Swarm Systems

Internet of Things Senses

Heterogenous Edge loT Systems Integration
Edge loT Cross-Sectorial Open Platforms

Edge loT Verification, Validation and Testing
Edge loT Trustworthiness and Dependability

irtualization ®
Decen’rrqlizea

Pre-normative and standardisation
Convergence of Infrastructure
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loT and Edge Computing Granularity

Applications

-

Scalability, adaptability, transparency, dependability, trustworthiness.
Over-the-air updates/upgrades.
3 | 53] v P
Actuators Distributed Intelllgence \
Q ;m : 1ot Orchestration

1*/"—-\:\
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Real-time
Processes

Micro Edge Deep Edge Meta Edge Far Edge

loT Edge

Multi-access edge

Edge loT  industrial Micro and clustered computing {MEC) Fog processing  and
e DL {PL‘_:" servers (e.g., high-end infrastructure. Edge platforms. Edge servers
RTUs), network units CPUs, GPUs, FGPAs, computing servers into as part of the fog
(intelligent routers, etc.), on premises edge

Far edge data centers
that are extending the
edge/fog with hyperlocal
capacity, compute, and

Cloud Infrastructure. Local,
regional and national data
centres. Federation of clouds
and data centres.

Sensorfactuators  with

processing units,
Resource constrained loT
edge devices.

micro  data  centres platforms. o
switches, gateways etc.). computing; local edge. T connectivity.
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loT and Edge Computing Granularity

Embedded Applications

Micro Edge Deep Edge

Latency Sensitive Applications
Embedded - Distributed

Meta Edge

MEC

Data Centres — Data Warehouses

laa$, SaaS, PaaS — Cloud Services

Fog Far Edge Cloud

= Meta Edge: Edge servers and clustered servers = Micro-edge latency below 1 ms, range

(e.g., high-end CPUs, GPUs, FGPAs), on premises

edge computing servers, local edge servers,
high performance embedded edge computing.

= Deep Edge: Edge ol gateways and processing
units, network computing units and intelligent
conftrollers (e.g., PLCs, RTUs, DCS).

= Micro Edge: Edge |oT devices including sensing
and actuating, connectivity,
processing (e.g., CPUs, GPUs, TPUs). Resource

and  energy-constrained
processing units.
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intelligent

and

edge

frommmito 15 m.

Deep-edge latency below 2-5 ms, range
up tfo 1 km.

Meta-edge latency below 10 ms, range
up to 50 km.

MEC latency 10-5 ms, range up to 75 km.
Fog latency 10-20 ms, range up to 100 km.

Far-edge latency 20-50 ms, range up to
200 km.

Cloud and data centres latency 50-100

ms, range up to 1000 km.
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loT Edge and X-Continuum Paradigm

» Infegrate E2E capabilities such as sensing,
processing, connectivity, computing, storage,
Computing intelligence, security, safety, and privacy.

Processing ,‘ Al = Continuum  of fechnologies across different
layers (e.g., sensors, robots, HW and SW

platforms, connectivity, gateways, edge

processing, applications, Al, analyfics)

= Continuum of infelligence and loT edge
capabilifies.

= Continuum of loT edge applications Across
vertical sectors and their seamless integration.

Sensin
8 Continuum

Security

AlICTI 7



loT Digital Twins, Modelling and Simulation

[ | VIr'I'UO| represen‘l‘gﬂon Of |OT de\/ices mirroring 'I'he Intelligent loT twins advance process automation by providing

decision-making based on actual and simulated scenarios by

relevant dynamics, characteristics, CrificQl ipemening cooperdfive pehaviour based o e jnfomafion
components and important properties of an

original physical object throughout its life cycle. et Optmis

Real-time update based on reliable multi-sense

wireless sensing, cyber-physical interaction and eSSedisan

reliable wireless control over interaction points with
embedded wireless devices.

Data analytics
Machine learning

= Technique for mesh and multi point over the air -
(OTA) updates and addition of new functionalifies. isgrae

= Simulation and modeling tools, for large scale of .
. . . o |g|f.ol twins mplemen’rqhon collects real-world dofo.obouT edge
real-time,  robust and  seamless  INferactions o devices or stems as inpuss it produces outputs smularions o

predictions of how that edge loT physical devices or systems are

OmOﬂg, |OT digiTOl TWinS, hUmCIﬂS, rObOTS, mochinesoffec’redbyfhoseinpu’fs

and environments.
AI©TI 8
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loT Swarm Systems

= Swarm infelligence focuses on the IolT system
collective behaviour and is inspired by social swarms

In nature such as bird flocks, ant colonies and g*
honeybees.

= Interplay between Edge IoT, swarm computing and Al

& v
= Technology for integrating loT sensing intelligence in :‘;"’
agents (Al) and in interactions (collective intelligence)

= Swarm-designed security and |oT devices behaviour
patterns

* Modelling and simulation of loT swarm ecological
classes and ecosystems and integration with [oT digital
twin technologies

= Swarm intelligence algorithms for edge-based loT/IloT
Al€TI




Heterogeneous Edge loT Systems Integration

= Heterogeneous edge 1ol system integration
refers to the integration of various HW/SW/AI
components and  convergence _of different
technologies into a higher-level |oT system that
provides enhanced functionality and improved
operating characterisfics. ,‘-*o; ;

= Research on advances integration concepts in
smart sensors/actuators, wire ess(,cellulor ad-hoc /
networks, embedded inte

| igence, and
operating systems for the loT edge applications. ¢

= |oT inteligent systems integration through i
federation of platforms and distributed systems.
iIncluding mon%/ heterogeneous loT devices and -~
smart systems fo provide resilience, security and
trust for Al-based edge |oT applications.

<
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Trustworthiness and Edge loT Dependability

= Trustworthiness of the edge (0T systems  mii o te e o iy o e e tor Ablliy ofthe e T syssns

systems to deliver and systems to transform, renew,  Ability of the edge IoT systems

. . . to connec t secure ly, anytime,
C O n e e I n e O S e e re e O accomplish  services as resist, respond and recover to deliver services and e to any available
specified within given timely from damaging effects  information when requested. yw ’ y

confidence one has that the edge 0T  «ww nework
system performs as expected. =

= Trustworthiness of loT technologies and
applications directly connected to the
concept of dependability.

Research on loT system end-to-end
dependability and  by-design
properties and functionalities.

Distributed end-to-end  security
technologies enhance the ability Of AN et or asens

0T ecosystem and itS deVICES 1O S o wom Mivaiteizeiotsysens DI TR sbiiey of e edge 101
exhlbl'l' com plex . beh.CiVIOUI’ ;&EEEE:%:::: l?s acfiff.lf,?:i improper access, theft or loss.. :;:llt::es. and  catastrophic | ations and repairs.
independently or collectively In the |

presence of threats.
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Summary

=The AIOTI SRIA is composed of sixteen chapfters focusing on the
current ’rechn\lo%y layers and their technical challenges along
the loT/edge continuum. S

=The chapters/address the key technology bulilding blocks as
essenfialingredients for the next genaro’rrc>n§dge loT systems.

= These— technology > components, —As I of¥integrated
denged : e%ﬁgé‘houspedge 1ol i\swfgmsf.pmﬁkldegsome
neede/&;ﬁd \unigue features of futre” applications across

industrial’sectors.

» The intelligent/connectivity, mesh networkin , Al, digital twins,
and software technologies are all part 'of the 1oT edge
continuum for implementing edge |loT systems of systems.
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.
Summary

» The addressed topics are antintegrated part of the loT/edge
confinuum layered architecture 1o builld the capabillities to
advance the digital and green franstormatfion in the future for
the benefit of the whole society.

= Addressing the loT and .edge:computing key challenges
presented In the AIOTl 'SRIA requires. increased efficiency,
scalabillity, resilience, and interoperability for the provided loT
and edge computing solutions.

»The cycle of change must be made more efficient and
shortened, rapidly identitying the most promising solutions, and
promoting new ideas, concepts, and advanced technologies.
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Thank youl!

Ovidiu.Vermesan@sintef.no
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